GeM 7i—

Gover Azadl Ka
e Markelp!ace Amrit Mahotsav

YR

f9s g=ar/Bid Number: GEM/2026/B/7393151
fedich /Dated: 26-03-2026

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

09-04-2026 16:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

09-04-2026 16:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

120 (Days)

FAGA/TST W IAA/Ministry/State Name

Ministry Of Petroleum And Natural Gas

faswar @ AT/Department Name

Indian Qil Corporation Limited

IS H AFA/Organisation Name

Indian Qil Corporation Limited

PRIt 1 ATAA/Office Name

locl Rhq

a&g 4ol /Item Category

Vulnerability and Penetration Testing - Network, Web
Application, Mobile applications, Simulated Phishing
Exercise; Application Security Audit (OWASP Top 10),
Secure Configuration Review (Devices/OS), Pre-hosting
assessment of applications; Plug-in s..

34 3@ /Contract Period 3 Year(s)
THATHUHAS & forw 31gera & anf 3R i3’ @ g vara

#Ir a5 T/MSE Relaxation for Years of No
Experience and Turnover

FIE3NU F fAT 3gHa & anf 3K 30’ A g vara

&1 315 & /Startup Relaxation for Years of No

Experience and Turnover

fahar & #FT 3T gEAAS/Document required

from seller

Experience Criteria,Bidder Turnover,Certificate (Requested
in ATC),Additional Doc 1 (Requested in ATC),Additional Doc
2 (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

= 3g AREeRT g 3l fFu v grardst @t
Afaer 7 aer Jd9 are et ARerRT $r fewrer

qed &2 TGH A ¥/Do you want to show No
documents uploaded by bidders to all

bidders participated in bid?

= e fr gFg @ Faa: 9 e F fow

3Gy W5 ff @&Ar| / Minimum number of 5

bids required to disable automatic bid
extension
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{95 faawui/Bid Details

da$ S| / Number of days for which Bid |7
would be auto-extended

3iTer TRaed 1A ddA fhaell 9 fhar Sirew &1 /

Number of Auto Extension count

& ¥ Ry e afsha fFar/Bid to RA enabled | No

s @ ysR/Type of Bid Two Packet Bid

ehellchl FHeiehel & GRIT ceheliehl FABIHIOT o]

AT WA /Time allowed for Technical 4 Days

Clarifications during technical evaluation

HAIiha ugfd/Evaluation Method Total value wise evaluation
AT M arell AT ST JB3HT HTaTH & /

Financial Document Indicating Price Yes

Breakup Required

LTI @s/Arbitration Clause No

gele W3/Mediation Clause No

SuAS fIaU/EMD Detail

wsarssY da/Advisory Bank State Bank of India
suasdr IfR/EMD Amount 47000

sl faavor /ePBG Detail

Tsarse! da/Advisory Bank State Bank of India
siidel ufaRid (% )/ePBG Percentage(%) 5.00

SISl &7 3MmaeTe 7afd (a1E) /Duration of ePBG
required (Months).

63

(a). SIH P Al &b IFFAR STHE Fe &b I Y Bl AT I & fow 9z & @y du Fafda qrards uegd e &1 Towas
HIR & AT hadt aEg3HT &b fow a1 2 Jar3it & forw dar verdr $THET & Fe & UrF §| ARt o 59 A F g A
I TG 91 &1/EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document
for the relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and
Service Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy.

(b).3uad) AR TUTEa ST T, e TS I eIl &, anemeff & uey 3 gt arfgw| / EMD & Performance securityshould be
in favour of Beneficiary, wherever it is applicable.

arandt /Beneficiary :
Finance Manager
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IOCL RHQ, INDIAN OIL CORPORATION LIMITED, INDIAN OIL Corporation Limited, Ministry of Petroleum and Natural
Gas
(Finance Manager)

arelt fasrsar oray A& foRar 9/ / Bid splitting not applied.

TH3NSINS 31urel«/MIl Compliance

THIMSITS 3gara=d/MIl Compliance Yes

wHTEs @l aAdi/MSE Purchase Preference

TATES WG dIa/MSE Purchase Preference Yes

qeH AR oY 3TA HA 3BT AAAIHT B wde #A
WATABAT, ARG SAd HeT L1+X% db & Far & &/ | 15

Purchase Preference to MSE OEMs available upto
price within L1+X%

1. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference for services, the bidder must be the Service
provider of the offered Service. Relevant documentary evidence in this regard shall be uploaded along with the
bid in respect of the offered service. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price
within L-1+ 15% of margin of purchase preference /price band as defined in the relevant policy, then 100% order
quantity will be awarded to such MSE bidder subject to acceptance of L1 bid price. The buyers are advised to
refer to the OM_No.1 4 2021 PPD_dated_18.05.2023 for compliance of Concurrent application of Public
Procurement Policy for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in
India) Order, 2017. Benefits of MSE will be allowed only if the credentials of the service provider are validated on-
line in GeM profile as well as validated and approved by the Buyer after evaluation of submitted documents.

2. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price within L-1+ 15% of margin of purchase
preference /price band as defined in the relevant policy, then 100% order quantity will be awarded to such MSE
bidder subject to acceptance of L1 bid price.

3. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

THd A 3Uels fhu S i 3mavaear /Excel Upload Required :

Financial Price Breakup GeM - 1774519569.xIsx

AR deaar /3maas 3ea/Additional Qualification/Data Required

Payment Terms:As per enclosed tender document.

Scope of Work:1774519619.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service
Provider in the Bid:1774519798.pdf

Vulnerability And Penetration Testing - Network, Web Application, Mobile
Applications, Simulated Phishing Exercise; Application Security Audit (OWASP Top
10), Secure Configuration Review (Devices/OS), Pre-hosting Assessment Of
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/resources/upload_nas/MarQ126/bidding/excel/bid-9164916/1774519569.xlsx
https://bidplus.gem.gov.in/resources/upload_nas/MarQ126/bidding/biddoc/bid-9164916/1774519619.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MarQ126/bidding/biddoc/bid-9164916/1774519798.pdf

Applications; Plug-in S.. (1)

doeiidr ARPAT /Technical Specifications

o/ e/ Values
Specification
PR / Core
Scope of VA Network , Web Application , Mobile applications , Simulated Phishing Exercise

Application Security Audit (OWASP Top 10) , Secure Configuration Review (Devices/OS)

Activities of VA , Pre-hosting assessment of applications

- Plug-in solution to be recommended , Vulnerability Addressing , Application Security
Activities of PT Audit (OWASP Top 10)

Standards to be

followed As applicable
CERT-In

empanelment Yes

required

ws3ii /Addon(s)

ol g fAUiRa =gaad Ae/Minimum Floor Price defined by Buyer

el g AU =gada FEa/Minimum Floor Price No

defined by Buyer

AR AR grards /Additional Specification Documents

WA /Ruiféar 31Aa /Consignees/Reporting Officer and Quantity

%.4./S.N / FART el
A A /Consignee qdr/Address Quantity /Additional
o. P
Reporting/Officer Requirement
122001,Corporate Information
Systems Department,
. Corporate Business Technology || Project /
1 Manoj Moreshwar Center, Indian Qil Institute of Lumpsum N/A
Parhate
Petroleum Management Based
Complex, 83, Institutional Area,
Sector-18

aar g0 shdr a1 s i fw of/Buyer Added Bid Specific Terms and Conditions

1. Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
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percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

Buyer Added Bid Specific ATC

Buyer Added text based ATC clauses

INDIAN OIL CORPORATION LIMITED

(REFINERIES DIVISION HEAD QUARTERS, NEW DELHI)

(Regd. Office: G-9, Ali Yavar Jung Marg, Bandra (East)

Mumbai-400051 (India) CIN - L23201MH1959G0I1011388)

NOTICE INVITING e-TENDER (NIT)

1. Tender No. RHQCC25103
DOMESTIC Bidding (Services)
2. Type of Bid
OPEN Tender under Two Bid System (ltem-rate Bidding)
Vulnerability Assessment and Penetration Testing (VAPT) for a period of
3. Name of Work
5 years for Indian Oil.
The Contract shall be valid for a period of 05 Years from the date of site handover.
) (Note: Due to limitation in GeM portal under Category bidding for the subject work,
4. Time Schedule
contract duration is selected as 03 years, however actual Contract shall be valid fo
r a period of 05 Years from the date of site handover. Bidders have to quote accor
dingly)
5. Tender download schedule In accordance with the dates & times mentioned on the tendering portal.
6. Pre-Bid Meeting Not Applicable
Bid Submission Start Date & In accordance with the dates & times mentioned on the tendering portal.
7.
Time
Last date of submission of te In accordance with the dates & times mentioned on the tendering portal.
8.
nder
Techno-commercial Tender o In accordance with the dates & times mentioned on the tendering portal.
9. pening date
Validity of bids 120 days from the date of the actual opening of bids.
Rs. 47000/-
Earnest Money Deposit (EMD
10. ) Note: Original offers received without EMD as per tender requirement shall be liab
le for rejection, also refer NIT clause no. 22.XXII for details.
The intending tenderer shall have to furnish proof of their pre-qualification and ex
Pre-qualification Criteria (PQ
11. ; perience along Techno-commercial bid. The experience of bidding entity only
C):
will be considered.
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Minimum INR 22.15 Lakh During any of the three preceding financial years.

11.1 Annual Turnover (ATO) Proof of ATO shall be submitted in form of Audited Profit and Loss account statem
ent of the bidder, also refer clause no. 22.XX for details.

11.2 Value of Similar Work (SWO) Value of Work (SWO) Amount (Rs.)
completed or running by the One similar executed work costing not less than 18.46 lakh
bidder as main or sub-contra
ctor for similar nature of wor OR
k (during last seven years en
ding last day of month previo Two similar executed works each costing not less than 14.77 lakh
us to the original date of bid OR
submission). Three similar executed works each costing not less than 11.08 lakh

(The above value of completed works is inclusive of service tax / GST).

The executed work includes both completed and running work.

For fulfilling the experience criteria against similar work order(s) following documents shall be considered as valid proof

for meeting the criteria:

()
(ii)

(iii)

Purchase/ Work Order copy with Schedule of Rates/ Scope of Works and

Completion certificate by end client with executed value, date of completion of the job and reference work order
number. Where the executed value is not mentioned in the completion certificate, the copy of the certified bill sh
all also be acceptable for determining value if submitted along with completion certificate.

Whenever a contractor had worked as a sub-contractor to main contractor, their experience also can be considere
d. With regard to sub-contracted work order, the bidder has to submit a certificate from the end user / owner / co
nsultant of the owner acting as EIC stating that the main contractor has intimated them about the engagement of
sub-contracting OR have been allowed/ permitted as a subcontractor. In case when an approved sub-contractor a
nd main contractor both participate in the same tender on the strength of the same work/ job, orders submitted b
y both the vendors shall be considered for evaluation against PQC.

Apart from copy of purchase/work order with schedule of rates/scope of work from the main contractor, the bidde
r who has worked as a sub-contractor has to submit certificate of completion of work from the end user / owner /

main contractor / consultant of the owner acting as EIC.

NOTE: -

The executed value of completed/running work submitted by the bidder shall be considered duri
ng evaluation for experience criteria of PQC.

For calculating the annualized executed value for a contract, only the value of similar item(s) a
s per the submitted PO would be considered. As POs may consist of several line items for various
products/ services, only the line items depicting similar items are taken into consideration for
arriving at the completed/ executed value required for a qualifying PO as per PQC.

For calculating the annualized executed value for a running contract, PO date and stipulated/

cut-off date would be considered (against realized value of similar work item(s) only).

6/9



11.3

Similar nature shall be defin

ed as

Any or a combination of the following:
Vulnerability Assessment and/ or Penetration Testing
for Network and Security Devices, Servers, Web and
Mobile Applications,
Security Configurations Audits,
Cyber Forensics,
Secure Code Review.
Information Technology (IT)/ Cyber Risk Assessment
IT Security Testing
Data Networks Security Audit
1SO 27000 Implementation/ Assessment/ Audit

Establishing IT Security Framework and Governance

11.4 Whether the Tendered Job is YES
an ARC / AMC For rate contracts and other term-service contracts / jobs (more than one year dura
tion) the evaluation for experience criteria shall be based on annualized value of w
orks per contract including GST. For ARC jobs, the non-ARC experience submitted b
y the bidder shall also to be annualized for jobs which are more than one year dura
tion.
Additional Technical The bidder must be registered with Indian Computer Emergency
12. Requirement (If any) Response Team (CERT-In) under MeitY, Government of India as
“Empaneled Information Security Auditing Organisation” as on the cut-off
date*. Documents Required: Copy of the CERT-In empanelment certificate
(s) indicating its date of issue and validity.
*Cut-off date: Last date of the month prior to the original due date of bid
submission
Offer must be uploaded on the portal before the last date & time of submission of t
13. Mode of Submission
ender. Offer submitted using any other mode will not be accepted.
Relevant supporting documents to be uploaded along with Techno-commercial bid:
- PF Code Allotment letter/PF registration.
- Independent ESI Code or undertaking for Independent ESI code in the Fo
rmat given as Appendix-Il to SITT in ‘Undertakings & Declarations’
14. Other requirements
- Power of Attorney in favour of person authorized to submit the bid.
- Copy of PAN card and GSTIN registration certificate
- Certificate of Incorporation / Partnership deed/ Proprietorship affidavit/ S
ocieties Registration Certificate (as applicable).
VINOD SHARMA, Deputy General Manager (Contracts)
Indian Oil Corporation Ltd., Materials & Contract Department,
15. Tender Inviting Authority 4th Floor, Core-2 Scope Complex, Lodhi Road, New Delhi-110003,
Tel. : 011-7172 - 5368 / 5235 /5610
e-mail: _svinod@indianoil.in / bhatiaks@indianoil.in / chauhanp3@indianoil.in
16. Integrity Pact Agreement NOT Applicable
17. Reverse Auction NOT Applicable
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18. Applicable

Public Procurement (Prefere [The bidder shall submit an undertaking as per Appendix-XIX of the SITT under “Un

nce to Make in India), 2017 a dertakings & Declarations” in compliance with the Public Procurement (Preference

nd amendments thereof (PP | to Make in India) Order 2017 issued by the Department for Promotion of Industry a

P-MII) nd Internal Trade, as amended from time to time. For details, refer to Clause 22.0 o
f the SITT.]
19. Purchase Preference to Micr Applicable

o and Small Enterprises (MSE
s) Bidders (PPP-2012)

20. Preference to Start up NOT Applicable

21.a Nature of job Critical

21.b Mobilisation advance NOT Applicable

21.c Evaluation Criteria Overall L-1

21.d Security Deposit (SD) Applicable

2l.e Defect Liability Period NIL

21.f Splitable/Divisible of job NOT Applicable
sedsor/Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1

N o v oA
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf

bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

16. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

17. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers/Service Providers shall ensure full compliance with all applicable labour laws,
including the provisions, rules, schemes and guidelines under the four Labour Codes i.e. the Code
on Wages, 2019; the Industrial Relations Code, 2020; the Occupational Safety, Health and Working
Conditions Code, 2020; and the Code on Social Security, 2020 as and when notified and brought into
force by the Government of India.

For all provisions of the Labour Codes that are pending operationalisation through rules, schemes or
notifications, the corresponding provisions of the pre-existing labour enactments (such as The
Minimum Wages Act, 1948, The Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The
Equal Remuneration Act, 1976, The Payment of Gratuity Act, 1972, etc. and relevant State Rules)
shall continue to remain applicable.

The Seller/ Service Providers shall, therefore, be responsible for ensuring compliance under:

e All notified and enforceable provisions of the new Labour Codes as mentioned hereinabove;
and
e All operative provisions of the erstwhile Labour Laws until their complete substitution.

All obligations relating to wages, social security, safety, working conditions, industrial relations etc.
and any other statutory requirements shall be strictly met by the Seller/ Service Provider. Any non-
compliance shall constitute a breach of the contract and shall entitle the Buyer to take appropriate
action in accordance with the contract and applicable law.

This Bid is governed by the Tman=g @z 3R 2rd/General Terms and Conditions, conditions stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in @raA=a @731 3R Ocd/General Terms and Conditions is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

SIH B WA AT F @S 26 & T H AT & WY HH T AN R aral 37 & A § wliig W ufdey & g9y &
oA & WY qfA W @I WA A U F hig o =X 3w AR & Nz g3 & fow g o @en 59 a8 s 3 arer
qeTA WY & wH Uohgpd allfds & 1T o §AT ST &l g8 Fgurelad Sl elm 3R IS o aed awon fRw S
T FHD AWl o Pl W HIYT Bl dTehlel FHE XA AR FIed b IHFAN M T Fel HIL@rs d 3T 39T lin terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---g=are/Thank You---
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